M E 



CUCCIFER 2.0 

W R I TC TU EC NC 1 BF YE R 2 
JUNE 30 , 2016 

FAQ FROM 
CUCCIFER 2.0 

Hello! I received lots of questions from journalists and other people who are interested in my doings. Many thanks to 
all of you, it’s a pleasure for me! 

Unfortunately, I couldn’t reply to each of you personally, especially given that you often asked the same questions. 
That’s why I decided to answer the most frequently asked questions here. 

I divided them into three groups: 

1. About me 

2. About my activities and publications 

3. About my political views 

As you can guess, all special services are doing their best trying to locate and catch me. And I have absolutely no 
desire to help them. So, if your curiosity isn’t satisfied after reading this post, you may have my apologies. It’s a 
matter of life and death. But I can assure you that everything I do corresponds to my beliefs. 

Lefs get it started! 

1. A glimpse of me 

Many people ask me where I’m from , where I live and other personal information. 

You see, I can’t show you my IDs, it would be stupid of me. 

I can only tell you that I was bom in Eastern Europe. I won’t answer where I am now. In fact, it’s better for me to 
change my location as often as possible. I have to hide. 

But generally, it’s not that important for where I live. I can work wherever there’s an Internet connection. So I feel 
free in any free country. 

A lot ofpeople are concerned if I have any links to special services and Russia? 
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I’ll tell you that everything I do I do at my own risk. This is my personal project and I’m proud of it. Yes, I risk my 
life. But I know it’s worth it. No one knew about me several weeks ago. Nowadays the whole world’s talking about 
me. It’s really cool! 

How can I prove this is true? I really don’t know. It seems the guys from CrowdStrike and the DNC would say I’m a 
Russian bear even if I were a catholic nun in fact. At first I was annoyed and disappointed. But now I realize they 
have nothing else to say. There’s no other way to justify their incompetence and failure. It’s much easier for them to 
accuse powerful foreign special services. 

They just fucked up! They can prove nothing! All I hear is blah-blah-blah, unfounded theories and somebody’s 
estimates. 

Specialists from Eastern Europe, Russia, China, India work for the leading IT-companies such as Google, IBM, 
Microsoft, Apple. There’s no surprise that many hackers are descendants from these regions. 

Almost all recent famous hacker attacks have been attributed to Russia. The researchers supposed that the same 
instruments were implemented during the attacks. But I’d like to reveal a secret to all those cool IT-specialists: all the 
hackers in the world use almost the same tools. You can buy them or simply find on the web. 

And btw, it was the Russian company Kaspersky Lab that was the first to start a myth about the almighty Russian 
hackers. It’s a fucking awesome advertisement. They mean that only the Russian antivirus company is able to cope 
with Russian hackers! Bingo! 

I’m often asked if I’m afraid of being prosecuted by the FBI . My answer is No! I’ve expected it and that’s why 
I’m ready. They certainly have great possibilities. But it won’t be that easy to catch me. I took all precautions. Yes, 
there’s still a risk. But I hope they won’t find me. 

You asked me several times if I’m a man or a woman. I’m a man. I’ve never met a female hacker of the highest 
level. Girls, don’t get offended, I love you. 

2. About my activities and publications. 

How do you estimate your hacking abilities? How much time does it take to acquire such skills? 

Well... Actually, it’s up to you to estimate the one who is so widely spoken about. Personally I think that I’m among 
the best hackers in the world. And I don’t really think it could be easy to become a hacker of such a level. You can 
spend much time reading and learning but there’s absolutely no guarantee you’ll ever reach the top. You should be 
chosen, talented or something like that, I don’t know. 

Who inspires me? Not the guys like Rambo or Terminator or any other like them. The world has changed. Assange, 
Snowden, and Manning are the heroes of the computer age. They struggle for truth and justice; they struggle to make 
our world better, more honest and clear. People like them make us hope for tomorrow. They are the modem heroes, 
they make history right now. 

Marcel Lazar is another hero of mine. He inspired me and showed me the way. He proved that even the powers that 
be have weak points. 

Anyway it seems that IT-companies and special services can’t realize that people like me act just following their ideas 
but not for money. They missed the bus with Assange and Snowden, they are not ready to live in the modem world. 
They are not ready to meet people who are smart and brave, who are eager to fight for their ideals, who can sacrifice 
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themselves for the better future. Working for a boss makes them slow I suppose. 


Who among Romanian hackers do you know? How sophisticated are the hackers from Moldova? 

I know a couple of hackers from Romania who impressed me. Anyway, I’m not gonna call them by name. I 
mentioned Marcel because he is already widely known. We try not to disclose each other; this is a matter of our 
security. 

As for Moldova, I think it’s a part of Romania, so there’s no reason to speak about it separately. So, there are also 
Romanian hackers there. 

Other popular questions are why I broke into the DNC servers and if it was my first hack. 

Obviously, it wasn’t my first hack. But I made some conclusions from the Marcel’s story and decided not to put all 
eggs in one basket. Moreover, other cases weren’t so successful and didn’t bring me the glory. 

As for the DNC, first, the U.S. election race is one of the most exciting events that attracts people from all over the 
world. My hack wouldn’t go unnoticed in any case. And now I have my own fans who put me in a line with Assange 
and Snowden, so my bet has played I think. 

Second, the chain is no stronger than its weaker link. Marcel showed where the weak points could be and I found 
them. 

Why did it take me so long to publish the documents? Well, it was pretty interesting to wait until I was discovered. 
Really, it took them much longer than I expected. It was like playing hide-and-seek; I had to pass from one machine 
to another inside the network to stay stealth. It was breathtaking! And of course I was waiting for an appropriate 
moment to speak loud. 

How did you break into the DNC network? And are you still in? 

These questions are also very popular. I’ve already said about the software vulnerabilities. The DNC had NGP VAN 
software installed on their system so I used the 0-day exploit and then deployed my backdoor. The DNC used 
Windows on their server, so it made my work much easier. I installed my Trojan like virus on their PCs. I just 
modified the platform that I bought on the hacking forums for about $1.5k. 

I’ve been inside the network for pretty long time, so I downloaded a lot of files. I lost access after they rebooted the 
system on June 12. But after all, if they’ll carry on like this it won’t be a problem to get in again and again. 

Is it easy to find a 0-day vulnerability? 

It seems hard at first glance, but for a really good specialist armed with good skills in fuzzing, the IDA Pro 
disassembler, and the WinDbg debugger it’s just a matter of time. 

3. About my political views 

There were lots of questions about my personal opinion on the U.S. politics and presidential candidates. 

I don’t want to disappoint anyone, but none of the candidates has my sympathies. Each of them has skeletons in the 
closet and I think people have a right to know the truth about the politicians. 
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As for me, I see great differences between Hillary Clinton and Donald Trump. Hillary seems so much false to me, 
she got all her money from political activities and lobbying, she is a slave of moguls, she is bought and sold. She 
never had to work hard and never risked everything she had. Her words don’t meet her actions. And her collision 
with the DNC turned the primaries into farce. 

Opposite to her, Donald Trump has earned his money himself. And at least he is sincere in what he says. His position 
is straight and clear. 

Anyway that doesn’t mean that I support him. I’m totally against his ideas about closing borders and deportation 
policy. It’s a nonsense, absolute bullshit. 

I have nothing to say about Bemie Sanders. It seems he never had a chance to win the nomination as the Democratic 
Party itself stood against him! 

I beg your pardon if some of your questions didn’t get answers. I’ve chosen the most popular inquiries and those 
ones which don’t affect my security. You are always welcome to write me DMs, maybe I’ll make an UPD or post a 
new interview later. 

And from me to you, here are some more interesting files from the DNC. 

Senate travel project 


Fwd Clinton foundation Stories 
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Cornyn Travel J6 with SPiP.dooc 




Hey Team, 


Sending along our updated docs and totafe on Senate travel. 

The nent step here, I think, will be to go through Bnd laBy Clinton's total to see rf we can reach the $225,756 in flight costs, from January 2001 through January 21,2009 that 
was listed in the Bloomberg article. It'd be worthwhile to cross check ou^ methodology here. One of the areas for concern fes that Senators are allowed to lump a numbered 
trips together, For example, a single expense ft>r $700 could incfcide two weeks of travel including a series ol destinations both in and out ol state. In those instances, it's 
quite d rffrcurt to tell what Is air travel vs. car vs. train. 

Further, I'll note that since Graham and Cornyn entered office a year after HFtC r we tallied their travel through January 21 r 2Blfl, so that rt would be the same numberof 

year*** hflc and therefore a more appissto apples tomparisort. 

Thanks, 

Lauren 

CORNYN COMPREHENSIVE TOTAL (Qeto.be rl r 2M2 - Jan 21. 59B1.125.M 

Graham Comprehensive Total (January 2002- January 21, 2010); 51S4. IMI. 24 
COMPREHENSIVE TOTAL (2001 - January 35„ 2DG1|: $116,421.IB 
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From: Ni*ck Mem I! -- nniernl I @h i col f ice .curn -- 
To: Nick Merrill < nmerril I h rroi1 ice .com > 

Cc: Craig Minassian < crni n assi an @dintpn fou ndation .ora > 

Subject: Clinton Foundation Stories 
Date: March 2 2015 at 9'53 05 AM EST 
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It's been a little Tvhile *inee ^eVe senr «w of these, but given the attack* on the Cfcfiton Fowidacon a* of late, we vuted to send around lorae points in hopes that 
you vfil ioin ue Ln defending die good Trod: Lr.r Foundation doe=. and Trill m ntinn f to do. 

Belorr aie some points that tvc hope rou can hit vhen talking to lepoiten.. aie on he, oi even ; u-=t with £nend= and people in “oui communities. As tou’vc probablv 
seen leading the stoiie* in the Sasr couple of week*, theie ha s been Little mention of the good Trunk the Foundation does^ and that it is Trithout a doubt a wodd-cLai* 
philanthrope 

Along those lines, we encourage rou to visit the Clinton Foundation veb-Eite to learn. moie about the voth, and have included some specihc links you mav be 
Lmeiesced in. As you mav know, lase week Pie=ident CLnton completed. a tiip to Haiti to see the economic piogiess theie ( and thi= Treek Piesident Secreraiv and 
Chelsea Clinton ’.nil convene the 5th Clinton Global Initiative Lru.verH.ty in ihatni 

Additionally,, vc r ie looking SctfWiid to Two ma™ events foe No Cedings The Full Participation Fioiect. On Match 9, Secietar - Clinton and Chelsea, toother with 
Melinda Gates-j will coll out omr ptogic = s nepoh in written fonm as web as in a seizes of data visualizations on noceiilng s c-Lg to show the piogiess tliai Tromen and gids. 
have made atound the wodd and the gaps that Still iemain s:nce the U.N Fourth Worid Conference on W omen in Bering in when Secretin - Cknton called on 

die international] communitr to ensure that ‘bromen’s tights ace human dght= .’ : This is die culmination of ovet a Year =■ collaboration among the Clinton Foundation, 
the Gates Foundation, The Economist Imelhgenee Umt, the WORLD Policy Analysis Center at UCLA, and Fathom Information Design On March 1&, Secit-ciiy 
Clinton will speak at the United Nations to articulate her vision to reach full participation foe women and girls in die 21st ccnturv. 

Clinton Foundation Highlight - :: 



Foreign Donations Sc FPOTUS Foundations 


Foreign Governments 5 Donations To Presidential Librarie&Tomndations 


OVERVIEW 

* There is nothing new or unusual about presidential libraries and foundations receiving 
contributions from foreign governments. And there is significant overlap between those 
that have given to the Clinton Library and other presidential libraries. 

* The libraries of Former Presidents George H.W.Bush : Carter and Reagan all took money 
from foreign governments and Former Presidents Carter and Bush continue to take 
money from foreign governments to fund their charitable work. 

* In fact. Former President George H.W. Bush received at least a milli on dollars from the 
Embassy of Qatar in 2004 while his son was president. 


BUSH 41 

The following all contributed SI milli on or more to the library: 




The people of Kuwait and the Kuwaiti Foundation for the Advancement of Sciences: 
Japan; 

Oman: 

Sheik Zayed bin Sultan al-Nahayan, President of UAE and the people of the emirates; 
The Family of Bandar bin Sultan (Saudi). [AP : 2/23/06;, Arkansas Democrat-Gazette, 
5/15/05;. Christian Science Monitor, 11/7/97; New York Times, 11/7/97; Washington 
Post, 2/15/07] 


Other nations that gave: 

• King Hassan II of Morocco, 

• The Amir of Qatar, 

• The Former Prime Minister of Korea, 

• The P e ople 7 s Republic o f China. [AP, 2/23/06; Arkan sas D em o crat -Gazett e, 5/15/0 5 ; 
Chri stian Science Monit or, 11 /7 /9 7;. N ew York Tim es, 11.7/9 7; Washing! on P o st, 
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SUMMARY 


Year 1 

Total 

Investments 

Equity 

securities 

Certificates 
of deposit 

Endowment 

funds 

Programmatic 

investments 

Other 

Investment 

Return 

Investment 

Income 

2013 

18,369.258 

0 

1.545.535 

14.649.160 

2,174.513 


719.260 

159.457 

2012 

3.449.166 

7.500 

1,311,109 

292,302- 

1.363.066 


521,106 

487,358 

2011 

2.640.096 

7,500 

200,000 

267,491 

2,165,105 


164.826 

68.423 

2010 

645 : 630 



304,026 



233,026 

52,083 

2009 

468,304 



260.304 



204.096 

196.730 

2008 

1.460.983 



233.301 



2.576,456* 

2007 

WAmMF 

57,887 s 

1,200.000* 

Q 7 ' 


227,050* 

3.024,476* 

2006 

1.422.056 

200.000 

1.000.000 

163,806 


53,250 1tJ 

1.060,759 

2005 

334.564 

181,750 

100.000 

102,314 



294.343 


ln2Q04 r Clinton Foundation Changed Its Method Of Accounting, As Described Below Under 
Investment Definitions And Values." 


Year 11 

Total 

Investments 

Equity 

securities 

Certificates 
of deposit 

Endowment 

funds 

Programmatic 

investments 

Other 

Investment Return / 
Income 

2004 

648,723 

648.723 12 

0 

0 



-275,316 

2003 

227, D95 13 

227,095 






2002 

191.410" 

191,410 







INVESTMENT DEFINITION SAND VALUES 


2013-2012:"Cash Equivalents Consisted Primarily Of Money Market Accounts With Brokers.” The 

Clinton Foundation considers all liquid investments with original maturities of three months or less to be 
cash equivalents. At December 31, 2013 and 2012, cash equivalents consisted primarily of money market 
accounts with brokers/[Clinton Foundation, IRS Form 990, 11/19/14] 

* 2012-2011: "Cash Equivalents Consisted Of Money Market Accounts Held With Brokers AM A 

Repurchase Agreement With A Financial Institution.” [Clinton Foundation, IRS Form 990, 9/10/13] 


1 Unless otherwise noted, information for each year is from the following year's IRS 990 (Le. 2009 
information is from the 2009-10 !RS Form 990 ; released in 2011). 

2 Schedule D : Part V, 2012. [Clinton Foundation, IRS Form 990, 9/10/13] 

3 Clinton Foundation 2008-9 IRS 990 Form appears to conflate the two. [Clinton Foundation, IRS Form 
MQ-TlTDCLfl] 
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Sean Spicer Tweet 5/6/16 5:30 PM 
Read Here 
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Prot e cting Vot e rs. Prot e cting th e Vot e 

When Luz Magatianes? □ Mar i copa County schoo l teacher, arr i ved at her po lli ng p l ace to vote i n the 

Ar i zona pr i mary bc~orc work l ost month, she hoped to share her vot i ng story w i th the ch il dren i n her 

c l assroom l ater that day. B ut l ook i ng at the l one li nes that had a l ready ^orncd The reason the 
Democratic National Committee re spit e d to tiling filed a lawsuit against Arizona this month is = 

■ h :■ d :■ :id : i to g-: it m :1 ~"c :?i .h :■ c r ~ mine : in', ea:1. T " ; 4i-r*irrr^e-: ::ur?i: 1 ih: ha 11wak 

lin: ioi n::xny iVm hem * t:iou faato rapine h 

L ^rrfr-h :: F:ldmee-ftK-:v :d s"ithh:i :wc y:vme :1 aught :ii. «h.i didn't 

CMp.:: 8 : as :td:x.. Inrh: itui - :! ei 'faiunc niaily il": houiit she found :h: T ~oting : :?it::’*— 

working bathroom waj overwhelmed and leaking jewage onto th^-kU^alk. V.'hon iho 

iTmxll—-i-: a:h ::! the rient of the "‘eting line. old they hid run out of Demooiati=M= s fe4= 

And v h m n : • l >11 •: t 1 finally :1 .an :i «h: ea - t h:r ~t a r = Ii: pa » ■ :■ :1 hund:; :h :fp::pl.:i jtill 

waking i n li ne on her way homo. 

Tli : r: ai e th e sto - ii e s of just two of th e thousands of Arizona i e vid e nt s forc e d t - e - r^rhin 

unacc e ptably long lin e : , to cast tlieii vot e :, in last month: piimary aft e i th e - itat e clos e d ~Q 

p e i c e nt of th e ir polling location s , citing i: cost cutting a a th e r e ason. 

These ai e th e ston e s that piompted thos e of us at th e Democratic National Committ ee to fil e a 

lawsuit lac-t w ee k in the U £ Distiiot Ccmt of Aiizcna a gain - it th e state officials r e sponsibl e bV e 

aie join e d in th e suit by th e D e mociatic S e natorial Campaign Committ ee , Kirkpatrick foi S e nat e , 

th e Aiizcna D e mociatic Paity = and e ight individual vot e r s , including Ms. Magallan e s and Vs 

F e ldman. 

The reason we're resort i ng to a l awsuit ia p imple : the right to vote is sacred, and it is under attack in < 
Arizona - a state with a particularly poor record of discrimination and disenfranchisement in 
minority communities. I : 1 s cc rta i n l y no acc i dc ns that so many o~ the prob l c ns on pr i mary day occurred 
i n Mar i copa County, wh i ch i s hone to a l arge m i nor i ty popu l at i on. 
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